
The Benefits of SSO
Enterprise advantages of incorporating SSO authentication:

•	 Improved cyber security as there are less credentials at risk.
•	 Simplified user experience by eliminating the need to store 

and secure a separate set of credentials for the Eagle Eye 
Cloud VMS.

•	 Standardization eliminates barriers associated with vendor 
or platform-specific architecture.

•	 Reduced administrative costs and increased efficiency 
as business owners and employees access multiple 
applications with a single set of credentials.

Integrating Cloud Applications and User Directories
The Problem: In many companies, LDAP or Active Directory serves as a “source of truth” for authenticating and providing 
access to on-premises resources such as networks and web applications. As new applications are added, so are many unique 
sets of credentials. This can become hard to manage for administrators.

The Solution: Using SSO elminates the need to manage multiple directories by providing a single authentication integration 
point between the Eagle Eye Cloud VMS and a company’s LDAP or Active Directory.
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What is Single Sign-On?
Single Sign-On (SSO) with SAML 2.0 is a secure 
and easy way to streamline access management 
across multiple applications and websites. Users 

log in once, with one set of credentials, and a 
trusted third party verifies the user and provides 

them access. 

Average number of UNIQUE login 
credentials per employee

Average HOURS per year spent 
entering or resetting passwords

Sources: (Yubico) 2019 State of Password and Authentication Security Behaviors Report, conducted 
by Ponemon Institute. (CPO Magazine) 2019 Password Security Report, conducted by LastPass.


